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PREFACE TO DIGITAL HEALTH: 
A TRANSFORMATIVE APPROACH
As the world continues to become increasingly digitised, 
the realm of healthcare has undergone a signifi cant 
transformation. Emergence of digital health technologies 
has revolutionised how health and social care is delivered. 
New avenues for research, diagnosis and treatment have 
been opened. Digital Health: A Transformative Approach 

offers a comprehensive Australasian overview of this 
exciting and rapidly evolving fi eld.

This book is a timely addition to the growing litera-
ture on digital health and social care. It brings together 
contributions from Australasian experts in the fi eld who 
offer a broad range of perspectives on the various facets 
of digital health, from its theoretical foundations to its 
practical applications. The text provides insights into 
how digital health technologies are being used to improve 
person-centred care, enhance health outcomes and em-
power individuals to take greater control of their health.

Chapters in this book cover a diverse range of topics, 
each placed in distinct units: foundations of digital 
health; embedding safe, ethical and effective use of digi-
tal health; integrating technology; and fi nally, digital 
health transformation. Through refl ection, case studies 
and real-world examples, the authors illustrate the 
potential of technologies to transform healthcare 
and improve individual user’s outcomes. Moreover, they 
offer insights into the ethical, legal and social implica-
tions of digital health, highlighting the need for careful 
consideration of these issues as we move towards a more 
digital future.

Digital Health: A Transformative Approach is an im-
portant contribution to the growing body of Australasian 
literature on digital health. It provides a comprehensive 
overview of this rapidly evolving fi eld and will be of great 
interest to current and future healthcare practitioners, 
researchers, policymakers and anyone interested in the 
intersection of health and social care and technology. 
This book offers an insightful analysis and compelling 
vision of the future of healthcare.
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F O R E WO R D

Australia and New Zealand have a long history of 
involvement in and leadership of digital health and 
health informatics on the global stage. Indeed, many of 
the contributing authors in this text have led and driven 
this progress.

As this book goes to print, healthcare systems across 
the globe are in turmoil (‘Why health-care services 
are in chaos everywhere’ 2023). Systems that were 
already stretched became overwhelmed as a result of 
COVID-19, and while the pandemic now assumes 
endemic status, our newspapers are fi lled with stories of 
ambulance ramping, extended waiting times between 
referral and treatment and not enough hospital beds. 
This is in the face of a workforce crisis so severe that 
most developed countries have adopted the same strat-
egy to import skilled clinical labour, but that labour is 
not being found. The harsh reality is that a silver bullet 
to remedy healthcare’s woes is not coming.

Digital health may not be a silver bullet, but the 
digital and data enablement of healthcare offers signifi -
cant promise to being able to address the 40% of health-
care that is ineffi cient and wasteful (Braithwaite et al 
2020), and to improve health outcomes for all citizens 
by increasing equity of access and by ensuring clinicians 
have access to relevant health information to deliver the 
highest quality care.

Healthcare’s digital transformation journey is far 
from complete. Consumers by and large still do not 
have access to their medical information; clinicians are 
put under enormous pressure by not having access to 
comprehensive, accurate and concise information 
about those in their care; and managers of health ser-
vices aren’t able to interrogate the millions of data 
points their services collect to understand how to pro-
vide better quality and timely care. We have a lot of 
work to do, and this book offers much to prime your 

thinking towards how healthcare needs to evolve and 
transform.

I commend this book to all those interested in health 
transformation and the role of healthcare in our digital 
societies. I encourage readers to take what you learn in 
these pages to play an active role in shepherding your 
peers and colleagues through to the promised land – 
where ‘digital health’ is no longer relevant terminology, 
because it’s ‘just healthcare’, it’s how we do healthcare. 
That is, where healthcare enabled by digital and data is 
business as usual.

I love this quote by Dr Donald M. Berwick, Ex-
President and CEO, Institute for Healthcare Improve-
ment: ‘We can have absolutely all the care we want 
and need ... All we have to do is organise it properly’ 
(Levenson 2014). So, go ahead and make it happen!

Louise K. Schaper
PhD, FAIDH, FIAHSI, CHIA, BScOT(Hons)

Chief Executive Offi cer
Australasian Institute of Digital Health
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  K E Y  T E R M S

  COMPASS STATEMENT
  The COMPASS statement situates how  Chapter 5  uses 
the implementation model. Digital health technologies 
and systems are  Systematic  and embedded in  Contexts . 
This chapter focuses on how human-centred design is 
central to health and social care technology and system 
development. Transformation of health and social care 
environments is supported by the continuance of evolv-
ing digital  Models  to support and improve personalised 
care and health outcomes (Mather & Almond 2022).

    INTRODUCTION
  Modern health and social care is a complex ecosystem. 
Increasingly, these systems contain digital elements that 

leverage a broad range of technology. Changes to health 
and social care have come from the introduction of in-
formation technology and advanced computing power, 
and have been transformative in nearly every area of 
health and social care. From digital imagery-enabled 
ultrasound technology developed in the 1960s, to the 
computer systems that enabled DNA to be sequenced in 
the 1970s, to the health information systems (HIS) pro-
posed and implemented in the 1980s, through to now, 
these are enabling personalised, informed care through-
out users’ lifespan. The impact of digital systems on 
diagnosis, prevention and care is extremely broad, and 
this change is accelerating—the health system is becom-
ing an intrinsically digital system (WHO 2021).

  There are currently many challenges within 
Australasian health and social care contexts. An ageing 

 5
  Digital Health Technologies and Systems
    Joel   Scanlan,     Erin   Roehrer,     Kristy de   Salas, 
    Matthew   Springer and     Ming   Wong       

    •   apply guidelines and recommendations to the 
design of digital health technologies.

    

 L E A R N I N G  O U T C O M E S
  On completion of this chapter, learners will have the capability to:
   •   identify existing digital health practices and the 

challenges that currently hinder digital intervention 
practices

    •   recognise the key role that human-centred design 
plays in the success of digital health technology and 
system development
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87CHAPTER 5 Digital Health Technologies and Systems

population, an increase in chronic disease, and growing 
costs of care provision and medical research (Australian 
Government Department of Health 2019). New tech-
nologies, and in particular better use of digital systems 
to leverage the growing quantity of data being col-
lected, are seen as possible solutions, and a further 
driver of adoption of digital health.

  However, some of the biggest drivers of innovation 
in health and social care have come from outside the 
industry. The COVID-19 pandemic has accelerated the 
adoption of telehealth (Valdes et al 2022), health and 
social care user interest in the quantifi ed health move-
ment, monitoring their own health with smart tele-
phones and watches (Michard 2021). There has also 
been a shift within the IT industry towards a more com-
moditised service provision, enabling low-cost access to 
data storage and analysis fuelling rapid innovation in 
artifi cial intelligence across many knowledge domains 
(Bohr & Memarzadeh 2020).

  The future of health and social care provision will 
become more personalised, with increased use of virtual 
care and remote health (Vicente et al 2020). The num-
ber of clinical Internet of Things (IoT) devices is set to 
triple between 2018 and 2025, enabling remote moni-
toring of key health measures (Dahlqvist et al 2019, 
Hasan 2022), while consultations will occur online or 
possibly with the assistance of augmented reality or vir-
tual technology (Yuan 2022). The vast amounts of data 
being collected by the sensors carried or worn by indi-
viduals will be fed into complex personalised machine-
learning algorithms to provide an increasingly rich 
understanding of an individual’s health status without 
even visiting a clinical practitioner. Population-level 
analysis will help care provision to be improved but will 
also inform how medications are designed and tested 
(see, for example, Savinkina et al [2022], Buckley et al 
[2022] and Plaxco et al [2022]).

  For this future of increased reliance on data and de-
vices within health and social care provision, design of 
these systems needs to consider how they are used and 
by whom. User trust in digital devices, in relation to 
both privacy and ethical use of data, is vital to their suc-
cess. In addition, usability of these systems from all 
stakeholder perspectives—whether they are users, clini-
cians, nurses, allied health providers, governments or 
hospitals—is vital. Without a considered approach, 
much of the potential benefi ts of digital health, such 
as enabling safer and better-quality clinical care, cost 

savings and increased privacy, may not be realised 
(Hambleton & Aloizos 2019).

  This chapter will give a brief introduction to digital 
health technology and systems, and the importance of 
the transformation that has occurred. It will then exam-
ine and discuss the national digital health strategies of 
Australia and New Zealand in relation to important is-
sues and assumptions that exist about digital adoption 
within health. Finally, the chapter will explain the im-
portance of undertaking a design process that considers 
the users of the technology, before then exploring the 
broad range of approaches that are available to practi-
tioners. A case study will be presented at the end of the 
chapter to demonstrate the important role of applying a 
human-centred design approach within a health and 
social care context.

   What are Digital Health Systems?
  ‘Digital health’ is a broad term that encompasses a very 
wide range of technology being used to improve health 
outcomes of the individual, a community or a popula-
tion. The World Health Organization defi nes digital 
health as:

  The use of digital, mobile and wireless technologies 
to support the achievement of health objectives. 
Digital health describes the general use of informa-
tion and communications technologies (ICT) for 
health and is inclusive of both mHealth and eHealth.

  (WHO 2016)

    This broad defi nition is inclusive of a vast range of 
health technologies that have evolved into using or be-
ing connected to ICT systems or are brand-new tech-
nologies created due to external developments in ICT 
then being applied to health. Digital health includes a 
range of technologies, from using ICT systems to track 
and store the health data of many individuals in infor-
mation systems, to a single piece of technology used to 
treat or monitor an individual.

  The changes in how data is stored and collected has 
been one of the most visible examples of the digital 
transformation occurring within the health and social 
care industry. The adoption of HIS and electronic 
health records (EHRs) are both key examples of wide-
spread adoption of ICT systems globally. Within Australia, 
My Health Record is the digital health platform that is 
aiming to connect an individual’s care team together, 
increasing access to their clinical history and facilitating 
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88 UNIT 2 Embedding Safe, Ethical and Effective use of Digital Health

The adoption of digital systems is not without challenges 
and risks. Health and social care systems are complex, 
and data being stored is subject to ethical and legal con-
cerns. Usability of the systems for clinicians, patients and 
other users is vital. It is important that these factors are 
considered and addressed continuously as they may 
limit the potential benefi ts of adopting digital systems 
within health. The next section will briefl y describe the 
role of national digital health strategies—to help guide 
and assist innovation in the sector—before examining 
the challenges this strategy faces in relation to adoption 
of technology within health and social care.

     NATIONAL DIGITAL HEALTH STRATEGIES
  The size and scale of the health sector, and its central 
role in relation to the wellbeing of citizens within coun-
tries, has seen multiple countries adopt national strate-
gies to encourage and support the innovation that is 
taking place. Australia’s National Digital Health Strategy 
(Australian Digital Health Agency [ADHA] 2018) iden-
tifi es several key focus areas of concern by the Australian 
professional and user community and seven strategic 
priorities that were to be achieved by 2022. The conver-
sion of physical to digital records has been subject to 
research and development of best practices over the last 
few decades, with the consensus focused on improved 
health record access, quality and sharing (Horahan et al 
2014). The digitalisation of health and social care has 
moved from electronic records created and accessed by 
health and social care providers, to that of digital health 
records and empowering user participation with the 
records, users’ families and other stakeholders interact-
ing with systems. There are many factors that affect the 
use of digital health among providers, users and other 
stakeholders; unsurprisingly, this has been an area of 
focused research over the last few decades. The list of 
strategies presented within Australia’s National Digital 
Health Strategy (ADHA 2018) is focused on the acces-
sibility of health information, the secure transmission 
of health information and improvements across the 
user journey in terms of outcomes and costs. The seven 
strategies are (ADHA 2018):
    1.   health information that is available whenever and

wherever it is needed
2.   health information that can be exchanged securely
3.   high-quality data with a commonly understood 

meaning that can be used with confi dence

closer collaboration between clinicians to improve out-
comes. This collaboration is enabled through the cre-
ation of a centralised health record that can be shared 
between the individual, clinicians, pharmacies and 
other care providers.

  Communication technology advancements have en-
abled far greater access to care through telemedicine, 
telehealth and other remote services. Remote care via 
telemedicine has enabled access to clinicians and 
specialists they formerly would not have been able to 
access. In the Australian context, one of the most dis-
cussed key use cases for the rollout of the National 
Broadband Network was its capacity to facilitate tele-
health services. The COVID-19 pandemic greatly ac-
celerated adoption of both telehealth and telemedicine, 
with many clinicians and care providers rapidly adopt-
ing the service in early 2020 and continuing to use it as 
a care option in the years that have followed.

  The widespread adoption and continued improve-
ment of mobile user devices, especially telephones and 
tablets, has resulted in the creation of a care paradigm: 
mHealth. With users frequently carrying the devices 
with them wherever they go, they have provided the 
perfect opportunity to track and monitor health, or to 
provide advice in any location. The mHealth paradigm 
has led to the quantifi ed health movement, pairing de-
vices such as telephones with other devices like watches 
and wrist bands that enable health and fi tness to be 
tracked quite accurately at a low cost. These innovations 
are increasingly being leveraged by clinicians to monitor 
patients’ key measures such as heart rate, blood sugar 
and activity.

  Adoption of gaming technology as a mode of treat-
ment has also been an active area of innovation in 
health for over a decade. Augmented and virtual reality 
technology has been used in the training of clinician 
staff, to facilitate remote care and to provide self-driven 
treatments for users. Gamifi ed approaches, increasing 
the level of engagement during treatment, have been 
shown to improve outcomes in a broad range of con-
texts including mental health, physiotherapy, dentistry 
and other disciplines.

  Digital transformation has resulted in far greater ac-
cess to data about user care provision. As a result, there 
is an increasing evidence base to improve health out-
comes, service quality and effi ciency. However, with the 
adoption of digital systems, it is important that it is an 
improvement process and not merely a change process. 
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89CHAPTER 5 Digital Health Technologies and Systems

4.   better availability and access to prescriptions and 
medicines information

     5.   digitally enabled models of care that drive improved
accessibility, quality, safety and effi ciency

6.   a workforce confi dently using digital health tech-
nologies to deliver healthcare

7.   a thriving digital health industry delivering world-
class innovation.
     The New Zealand Health Strategy: Future Direction

(Minister of Health 2016) outlines the direction for the 
health system over the 10 years from 2016 to 2026. The 
strategy is aligned into fi ve key themes: People Powered, 
Closer to Home, Value and High Performance, One 
Team and Smart System. The strategy includes a focus 
on providing care to citizens wherever they are located, 
and ensuring technological innovations are leveraged to 
better the health of all New Zealanders. Of relevance to 
digital health innovations is the Smart System theme, 
which focuses on the following key areas:
   •   discovering, developing and sharing effective inno-

vations across the system
    •   taking advantage of opportunities offered by new 

and emerging technologies
    •   having data and smart information systems that im-

prove evidence-based decisions
    •   having reliable, accurate information that is available 

at the point of care
    •   providing individual online health records that peo-

ple can access and contribute to
    •   using standardised technology that allows us to make

changes easily and effi ciently.
     This strategy is also supplemented by a Digital Health 

Strategic Framework (Ministry of Health 2019) and is 
constructing a new national health information plat-
form called Hira   (https://www.health.govt.nz/our-
work/digital-health/other-digital-health-initiatives/
hira-national-health-information-platform) for stor-
ing, accessing and sharing health information, with a 
current planned completion date of 2026.

  Asian countries are also moving towards digital 
health ecosystems by increasing access to primary care 
through providing a combination of telemedicine and 
ePharmacy services to underserved populations, lever-
aging digital technologies to improve health and well-
ness, increasing access to acute care and managing and 
monitoring chronic diseases (Baur et al 2021).

  For these strategies to be realised, and to ensure 
the authentic and safe use of digital technologies and 

systems by all stakeholders, several assumptions need to 
be unpacked and explored.

   Issues for Consideration
  This section will highlight and discuss challenges that 
need to be addressed in achieving national strategies 
relating to improving population health through tech-
nological innovation. Several examples where systems 
and technologies have fallen short of their potential will 
be described to illustrate the nature of the issues before 
we move on to discuss how such shortcomings can be 
avoided in the future.

   Accessibility of Information and Information 
Centrism
  One major premise of digital health is the ability to have 
information available for the right person, at the right 
place, at the right time. However, this premise is built on 
the assumption that readily available information will 
directly impact clinical outcomes.

  My Health Record claims to offer benefi ts from the 
perspectives of users and health and social care profes-
sionals. From a user’s perspective, My Health Record 
gives users the ability to control their health informa-
tion securely, all in one place, which means that a user’s 
‘health information is available when and where it is 
needed, including in an emergency’ (ADHA 2022a). 
From a health and social care professional’s perspective, 
My Health Record provides them with the health infor-
mation of individuals through an online and secure 
system. All authorised health and social care providers 
can access My Health Record to view and add user 
health information and they can access a range of timely 
information about their users such as shared health 
summaries, discharge summaries, prescription and dis-
pensing records, pathology and diagnostic imaging 
reports and immunisation information.

  From an information perspective, My Health Record 
should solve issues related to the timely access of infor-
mation in a secure manner. However, the way it is de-
signed brings about other issues relating to the accuracy 
and completeness of information, illustrated by some 
examples below.
   •   My Health Record contains a list of pharmaceutical

benefi ts scheme (PBS) medications that a user has
been prescribed, but not details of whether the user
has taken the medication. It also has no record
of medications and supplements that a user may be
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90 UNIT 2 Embedding Safe, Ethical and Effective use of Digital Health

taking that have not been prescribed. Recording ge-
neric or brand-name medications may also lead to 
further complications with contraindications and 
side effects.

    •   User consent is required to allow data to be collected 
in their My Health Record. Users can also choose to 
remove data from their record at any time, further 
limiting the completeness of the record.

    •   Users may record all their clinical history in their My 
Health Record, resulting in huge chronologically or-
dered records, with no summary overview allowing 
for informed clinical decisions within constrained 
timeframes.

     Clinical practitioners and users could be left with a My 
Health Record that can be dangerously incomplete, or 
dangerously complete. If centralising accessible data will 
lead to improved quality of care or clinical outcomes, 
there still remains challenges to be overcome when the 
reality of EHR systems are considered.

  The availability of a large amount of information 
does not always lead to better outcomes, as quality, in-
tegrity and trust of the information play key roles, in 
addition to the availability of information.

both technical and fi nancial abilities to make full use of 
the available technology (skill levels) considering access 
levels to the internet. With the increasing use of digital 
health technologies, research has shown that a range of 
factors including environmental, social and community, 
education, economic, health, and health and social care 
access is widening the digital divide (Ramsetty & Adams 
2020).

  Research undertaken in Australia (Thomas et al 
2021) and New Zealand (Grimes & White 2019) on 
digital inclusion show that while there is some improve-
ment in the digital divide, there is still a substantial 
number of individuals who are not ‘digitally included’. 
These individuals tend to be in an older age group, are 
less educated, have a lower income, are unemployed or 
live in social housing.  Table 5.1    summarises a recent 
survey of digital inclusion across all age ranges.

  The COVID-19 pandemic has served as a catalyst 
for the development and adoption of digital health. 
Digital access is now a key factor that contributes to 
health outcomes and is a requirement for accessing both 
COVID-19-and non-COVID-19-related care (Kichloo 
et al 2020). Digital health is sometimes the only way that 
users can access general practice and specialist care ser-
vices during lockdown periods. The most vulnerable 
population group is unfortunately the most disadvan-
taged group during this time of need.

  There are ways to increase access to the internet and 
computing devices, improve digital literacy and health 
literacy (Eruchalu et al 2021). It is not just about having 
the right information but also about having the right 
support, confi dence and ability to use tools for digital 
health effectively, which will determine health outcomes 
(Ehrari et al 2022). All Australians and New Zealanders 
should be equipped with the skills and the necessary 
infrastructure to access health services and information 
in a digital form and an affordable manner. This goal 
needs to be achieved to maximise the benefi ts of digital 
health.

    Changes in Workfl ow and Workarounds
  One of the most common reasons digital health systems 
fail to effectively improve quality of care and health 
outcomes is the incompatibility between the system/
software and workfl ow. As a result, informal work prac-
tices, known as workarounds, are often used to circum-
vent hindrances brought about by new systems. One 
example is the use of e-referral systems. The receiving 

      LEARNING ACTIVITY
     Mohammad has been brought up in a conservative cul-
ture in a suburb of Sydney. He has been very careful to 
remove all references to his prescriptions for tenofovir 
disoproxil fumarate and emtricitabine from his EHR. He 
irregularly takes these two drugs as pre-exposure prophy-
laxis (PrEP) to lower his risk of HIV infection while having 
an active sex life as part of the LGBTIQA� community.

  On his latest prescription, Mohammad has found his 
urination has decreased and his ankles swelling consid-
erably. These may be temporary or serious complications 
related to taking PrEP, but lacking the prescription re-
cords, Mohammad needs to explain his concerns to his 
family friend and long-term general practitioner, creating 
additional risk to Mohammad’s health.

  Make a list of the options and diffi culties that Moham-
mad faces in this situation. If Mohammad was in a small 
rural area, would he face the same options and diffi cul-
ties? Identify the differences for people in rural areas.

         The Digital Divide
  The digital divide has shifted from a simple defi nition 
differentiating groups of people with or without com-
puter access to a more complex defi nition encompassing 

Sam
ple

 pr
oo

fs.
 ©

 Else
vie

r A
us

tra
lia

.
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people (5), technology and tools (4), organisation 
(4) and tasks (2) (see  Table 5.2   ). The authors have indi-
cated that workarounds associated with people can be 
addressed by training, workarounds associated with 
technologies and tools can be addressed through a rede-
sign of EHRs, workarounds associated with organisations 
can be addressed by reviewing organisational policies 
and regulations, and workarounds related to tasks can 
be addressed through process redesign. While these are 
valid suggestions, it is important to note that re-designing 
EHRs is a complex process and often does not include 
clinicians, leading to frustration and disengagement of 
clinicians.

  Digital health systems will change an organisation’s 
workfl ows. Workfl ow redesign is a process an organisa-
tion should undertake before implementing digital 
health systems because it can help minimise work-
arounds, maximise effi ciencies, enhance the quality and 
safety of care and improve care coordination.

    Interoperability
  Interoperability is paramount in digital health systems 
as it creates a unifi ed ecosystem for sharing health data 
between health and social care providers in a meaning-
ful and useful manner. Uncovering the full potential of 
digital medicine requires an interconnected data infra-
structure with fast, reliable and secure interfaces, inter-
national standards for data exchange as well as clinical 
terminologies that defi ne unambiguous vocabularies 
for communication of clinical information. In Australia, 

party needs to actively download the e-referrals that 
have been sent through. Failure to do so creates a back-
log resulting in referrals not being attended to in a 
timely manner and impacting the continuity of care. 
The workaround that has been established is to send 
both e-referrals and physical copies; while the e-referral 
goes to the practice and must be sorted through, a paper 
copy goes directly to the medical practitioner for triage.

  Another example is viewing pathology/radiology 
results. Traditionally, clinicians would look at paper 
copies of pathology/radiology results; however, despite 
the fact that results are available online now and all cli-
nicians have to do is to log into the system and view the 
results, many are still requesting the results to be printed 
out. There are many EHR workarounds with the ratio-
nale for these identifi ed in the literature (Blijleven et al 
2017, Boonstra et al 2021). Boonstra and colleagues 
(2021) found that there are three types of EHR work-
arounds: in-system workfl ow; in-system data entry; and 
out-system workarounds. In-system workfl ow sequence 
workarounds are created because EHRs are seen as 
time-consuming and imposing. In-system data entry 
workarounds are created because of lack of time, fear of 
losing data, lack of knowledge, lack of functionality, lack 
of overview and mandated features. Out-system work-
arounds are created because of the lack of trust in one’s 
own abilities, reduced user contact, lack of time and 
limited motivation.

  Blijleven and colleagues (2017) identifi ed a total of 
15 rationales for EHR workarounds associated with 

 Reason  National Average  35–44  45–54  55–64  65–74  75� 

 No need to use internet more often  65%  52%  53%  76%  73%  70% 

 Concerned about privacy/scams  20%  21%  24%  20%  24%  21% 

 Internet is not a priority  15%   2%  13%  18%  16%  20% 

 Not confi dent using internet  13%   5%  13%  10%  17%  17% 

 The internet is too expensive  12%  20%   8%  12%  11%   6% 

 Do not have access to the internet   6%   5%   3%   5%   7%   9% 

 Disability prevents internet use   2%   9%   2%   3%   0%   3% 

 Other   9%   5%  19%  10%  3%   4% 

 TABLE 5.1    Understanding the Digital Divide
   The Australian Digital Inclusion Index Measures the Current level of Digital Technology 
Access Across the Australian Population. This Table Shows the Top Reasons Digitally 
Excluded Australians do not Connect to the Internet More Often

   (Thomas, J., Barraket, J., Parkinson, S., Wilson, C., Holcombe-James, I., Brydon, A., Kennedy, J. (2021). Australian Digital Inclusion 
Index: 2021, Dashboard Dataset Release 1. Melbourne: RMIT and Swinburne University of Technology, and Telstra.)
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 Rationale for EHR Workaround  Defi nition 

 Declarative knowledge  Not knowing how to use (a part of) the EHR to accomplish a task 

 Procedural knowledge  Knowing how but not being profi cient enough to use a part of the EHR to 
accomplish a task 

 Memory aid  Writing patient data down on paper (e.g. keywords) or adding visual elements 
to parts of text in a progress note (e.g. bold, italic or underlining) to remind 
oneself 

 Awareness  Storing patient data that are perceived important by the EHR user for other 
colleagues to be noticed in a data fi eld other than the intended fi eld in 
the EHR 

 Social norms  Informal understandings among health professionals leading to the creation 
and dissemination of workarounds (e.g. mimicking workarounds devised by 
colleagues to accomplish a task or working around the system as friendly 
requested or enforced by a fellow clinician) 

 Usability  High behavioural user cost in accomplishing a task 

 Technical issues  (A part of the) EHR halting, crashing or slowing down, hindering the EHR user 
in accomplishing a task 

 Data presentation  Preferring a different data view (e.g. visualisation by means of charts or graphs 
rather than plain text) 

 User data specifi city  Needing to enter or request user data with greater or lesser specifi city than 
offered or enforced by the EHR 

 Task interference  Inability to perform multiple tasks at once (e.g. simultaneously treating a user 
on a treatment table as well as entering patient data into the EHR) 

 Commitment to patient interaction  Valuing patient interaction over computer interaction (i.e. writing things down 
on paper and afterwards entering this into the EHR) 

 Effi ciency  Using an alternative way to accomplish a task that improves actual effi ciency 

 Data migration policy  Not having (direct) access to required historical data due to data not having 
been imported from previously used systems to the current EHR 

 Enforced data entry  EHR enforcing user to enter user data of which neither the user nor the user 
has knowledge 

 Required data entry option missing  EHR not offering the required data entry option (e.g. 3.75 mg prednisone rather 
than the available options of 2.5 mg or 5 mg) 

 TABLE 5.2    Identifi ed Rationales for EHR Workarounds and their Defi nitions

    (Blijleven et al 2017, p. 5)

much of our clinical data resides in isolated data silos 
and systems that are not compatible with one another, 
resulting in diffi culties in data sharing.

  To address the issues of interoperability, Australia and 
New Zealand use Health Level Seven (HL7; https://www.
hl7.org/), which is a set of international standards used to 
provide guidance for data sharing and data transfer be-
tween various health and social care providers (Dolin 
et al 2001) and Systemized Nomenclature of Medicine—
Clinical Terms (SNOMED CT; https://www.snomed.
org/) that supports the development of comprehensive 

high-quality clinical content in EHRs. SNOMED CT 
provides a standardised way to represent clinical phrases 
captured by the clinician and enables automatic interpre-
tation of these (Donnelly 2006). However, there are dif-
ferent interpretations of the rules, which means that one 
piece of information might not mean the same thing 
across two systems. This is based on interpretation and 
poses challenges to the goal of exchanging high-quality 
data with a commonly understood meaning.

  Issues arise when the interpretation of a standard is 
different across different organisations, different normal 
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in a clinician ignoring an important event requiring 
attention. From a workfl ow perspective, Öberg and 
colleagues (2018) reported that the digitalisation of 
primary care resulted in an increased workload. Nurses 
had little training and experienced ‘digital chaos’ and 
delays caused by multiple logins on unsynchronised 
systems. Security was often compromised because user-
names and passwords were written and recorded on 
computer monitors or the desk to work around require-
ments for multiple passwords.

  From an organisational perspective, disruption of 
the power structure in an organisation can result in 
negative feelings about digital health. The lack of a us-
er’s ability to innovate and change the system can also 
lead to frustration and disengagement (Sittig et al 2016). 
These issues were explored by Ziebland and colleagues 
(2021) who conducted a conceptual literature review on 
the unintended consequences of digital health technol-
ogies in primary care. The study identifi ed three conse-
quences: 1. disrupt power relations between users and 
health professionals or between different groups of 
health professions; 2. contribute to paradoxical out-
comes; and 3. result in a potentially corrosive subculture 
of pessimism about digital health.

  More importantly, digital health can impact user–
clinician and clinician–clinician interaction. Sittig and 
colleagues (2016) reported that the increasing focus 
on computer-based quality measurement negatively af-
fects clinical workfl ows and user-provider interactions. 
Öberg and colleagues (2018) investigated Swedish pri-
mary health and social care nurses’ perceptions of using 
digital eHealth services in support of user self-manage-
ment and found that nurses perceived the digitalisation 
of primary care to be a threat to the nurse–user relation-
ship and felt that they were spending too much time on 
administrative tasks. Similarly, Donaghy and colleagues 
(2019) studied video consultations in primary care in 
the United Kingdom and found that video consultation 
reduced the rapport between the health professional 
and the user as well as the effectiveness of the commu-
nication. It is important to be aware of the potential 
unintended consequences that digital health systems 
might cause to address them during the design and 
development phase.

    Usability
  Usability is ‘a measure of how well a specifi c user in a 
specifi c context can use a product/design to achieve a 

ranges are used in pathology systems and different acro-
nyms are used within clinical settings. Transferring med-
ication data is also problematic due to different brand 
names used for the same medication. While active ingre-
dient prescribing in Australia aims to address this issue, 
it can be confusing for users as most remember their 
medications via their brand name instead of the generic 
name (e.g. Panadol versus paracetamol). Generic names of 
medications can also be different depending on the coun-
try in which they are sold (e.g. paracetamol in Australia is 
known as acetaminophen in the United States).

  In more recent times, HL7 has developed the Fast 
Healthcare Interoperability Resource (FHIR), which 
aims to provide a suffi cient degree of interoperability 
(transport, structured and semantic to a degree) to be 
useful but avoids the complexity that a complete 
interoperability solution entails (Braunstein 2018).

  Interoperability issues pose problems for health and 
social care providers and users when clinical informa-
tion cannot be shared across different systems and 
settings. It is therefore important to try and mitigate 
interoperability issues during software/system selection 
by checking if the software/system has an acceptable 
level of interoperability with other systems.  Chapter 6  
explores interoperability issues in depth.

    Unintended Consequences
  The introduction of digital health technologies often 
leads to unintended consequences, which may be posi-
tive or negative. Unintended consequences occur due to 
the lack of a complete understanding of clinical work-
fl ow, diffi culties in predicting rare events, and more im-
portantly, the unpredictable nature of human behaviour 
related to change. Many negative unintended conse-
quences have been described, including disrupting 
power relationships, increased workload for health pro-
fessionals, negative impact on workfl ow, problems asso-
ciated with communication patterns and frustration 
with the new system. Sometimes, however, technology 
can bring on positive change, including ubiquitous edu-
cation, better teamwork and reorganisation of workfl ow.

  From an information perspective, the unintended 
consequences of digital health technologies could be 
related to complex clinical information not being avail-
able at point of care due to the need for digital access. 
Alternatively, large amounts of clinical data might lead 
to information overload (Sittig et al 2016). Constant 
alerts and alarms might lead to alarm fatigue, resulting 
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improved user safety, less clinician burnout and fewer 
errors. More importantly, it is important to consider the 
usability of a system from the diverse perspectives of 
different groups of users.

    Challenge Summary
  Healthcare is a complex, dynamic, socio-technical sys-
tem, and the increased rate of digital technology adop-
tion has increased this complexity. The national health 
strategy is aiming to improve care and be a positive 
agent of change. But the challenges outlined in this sec-
tion highlight that as digital innovation in care delivery 
takes place, consideration needs to be given to a broad 
set of issues—many of which are founded on assump-
tions that are made about how digital technology inter-
acts with individuals and organisations.

  Improvement processes can carry an assumption that 
the outcome will be of benefi t to all involved. However, 
examining the impact of digitisation within populations 
with low ICT literacy, the digital divide can further increase 
disadvantages. Such impacts can affect care received, but it 
can also impact clinicians and carers, increasing their 
workload in adapting to new systems. Change always has 
an impact, and the compatibility and interoperability 
between existing systems within health need to be consid-
ered. Health is a complex system of systems, in relation to 
funding and governance, and care delivery in a broad range 
of settings. The ability for the various stakeholders to be 
able to share and access data must be present. The data, 
recorded and altered by multiple stakeholders, including 
the user, can have an impact on data quality, and the treat-
ment decisions that are made as a result. The range of 
unintended consequences from assumptions made in 
adapting complex systems is broad. Digital systems may 
increase access, but they can also change workloads and the 
power dynamic between clinician and user, and become 
over-reliant on data and not be user centric.

  Finally, a key challenge is the usability of technology. 
Increasing data collection and access has the potential to 
enable better care, but the same systems can, when 
poorly designed, limit their effi cacy, affect user safety 
and be a contributing factor to privacy breaches.

      RESPONDING TO THE CHALLENGES OF A 
DIGITAL HEALTH FUTURE
  The digital evolution in the health and social care sector 
has provided many opportunities for care delivery to 
be improved, for new methods of care to be developed 

defi ned goal effectively, effi ciently and satisfactorily’ 
(Interactive Design Foundation 2022). While simply 
defi ned, it is challenging to achieve. As systems are de-
signed, there are many factors that need to be consid-
ered to achieve this goal, particularly within a complex 
working ecosystem. For example, what cognitive and 
perceptual capacity does the user have as they interact 
with the system? If their attention is required as they 
undertake a separate task, is a visual or auditory alert 
most appropriate?

  While the intent of moving towards digital health is to 
transform the healthcare industry by streamlining health-
care services and improving user safety, research has 
shown that there are substantial gaps between the current 
state of EHRs and their potential usefulness due to us-
ability issues. EHR usability is a signifi cant issue in digital 
health (Howe et al 2018), limiting success to improve-
ments in the quality and effi cacy of user care. While there 
is much room for improvement in the design of EHR 
systems, the complexity behind technical integration, 
design and usability means that a robust user-centred 
design process is often not used (Marcial 2014).

  Usability issues that have been identifi ed by Howe 
and colleagues (2018) include diffi cult data entry, inad-
equate alerts, inadequate interoperability, poor visual 
display, availability of relevant clinical information, sys-
tem automation or defaults, and poor workfl ow support. 
Sittig and colleagues (2016) report that poor usability 
resulted in breaches of privacy and confi dentiality.

  These usability issues lead to a range of problems that 
negatively impact user safety and a health professional’s 
quality of working life. Carayon and Hoonakker (2019) 
conducted a review of the literature and reported that 
usability issues were related to medication safety events 
due to medication orders with missing information and 
accepting duplicate medication orders. They also re-
ported that EHRs created unmanageable demands for 
clinical documentation, and poor usability and work-
fl ow integration contributed to clinician burnout. Kutney-
Lee and colleagues (2021) found that surgical users who 
received care in hospitals with poorer EHR usability 
were more likely to die or be readmitted compared with 
users in hospitals with better EHR usability. They found 
that poor EHR usability was associated with adverse 
nurse retention and surgical user outcomes. Nurses were 
more likely to be burnt out, dissatisfi ed with their job 
and wanting to leave compared to nurses who were using 
EHRs with better usability. These examples show that 
better usability will lead to higher EHR adoption rates, 
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published studies failed to report any design approaches 
or usability evaluations, and those that did report on de-
sign indicated a heavy reliance on the insights gained 
from clinicians, rather than users.

  Similarly, studies have found that systems intended 
for usage by clinicians are also not appropriately de-
signed for their users. A study conducted by Kaipio and 
colleagues (2020) of 2560 nurses and 3013 physicians 
found a large disparity between the two groups in the 
usability of EHR systems, which were independent of 
the vendor for the systems, inferring common misun-
derstandings of workfl ow and expectations across the 
roles.

  A clinician, or an expert in a fi eld, acknowledging the 
potential for a new system or technology to enable bet-
ter outcomes does not mean that implementation will 
automatically achieve the designed outcome. Evidence 
and design are foundational in producing interventions 
that have a high probability of success; that is, meeting 
the needs of the intended user while also achieving the 
safety and quality goals (Borycki 2019).

  The design process is vital in ensuring IT systems and 
technology are safe for their use in health, are fi t for pur-
pose, can be easily used by their intended user, and are 
inclusive and equitable for the broad range of possible 
users. A human-centred design approach—aligning with 
person-centred care at the core of the COMPASS theo-
retical framework—is vital and increasing in popularity 
within health (Holeman & Kane 2020). According to the 
International Standards Organisation, human-centred 
design is a complex practice characterised by six principles 
(ISO 2019):
    1.   design is based upon an explicit understanding of 

users, tasks and environments
     2.   users are involved throughout design and develop-

ment
     3.   design is driven and refi ned by user-centred evaluation
     4.   the process is iterative
     5.   design addresses the whole user experience, includ-

ing the context in which users fi nd themselves
     6.   design team includes multidisciplinary skills and 

perspectives.
     Human-centred design processes aim to involve and 

understand the perspectives of the users, involving them 
throughout the design and development process. The 
process is intended to be iterative, enabling feedback 
from the users and other stakeholders to be imple-
mented within the system, maximising the probability 
that it will be suitable to their needs. The design process 

and for greater understanding of how the sector oper-
ates. However, as the previous section outlined, this 
process is not without its challenges and diffi culties. 
Modern health and social care is digital health. The 
challenges faced in adopting a more data-driven para-
digm leveraging an increasing amount of technology 
within health is going to continue, and so the challenges 
faced need to be considered and mitigated. As of 
November 2021, 23.2 million Australians (over 90%) 
have a My Health Record (ADHA 2022b), highlighting 
the national scale of digital health and the importance 
of ensuring our care delivery is as effective and effi cient 
as possible.

  Therefore, to mitigate these issues raised in the previ-
ous section, it is vital that the information technology 
being designed and deployed within health considers 
these challenges (Kushniruk et al 2010) within an in-
formed process that matches not only the organisa-
tional goals within a long-term strategy, but also the 
workfl ows and care practices for those using the tech-
nology. It needs to be evidence based, aiming to maxi-
mise safety and health outcomes.

  This section will fi rst examine the key role that 
human-focused design can have within health and 
social care, and its need, before an overview of the wide 
range of applicable co-design processes that can be ad-
opted to ensure digital health systems and technologies 
can be designed and constructed in a manner most 
likely to be successful.

   A Need for Human-Focused Design
  The potential for digital technology to improve health 
outcomes and the effi ciency of care provision is strong, 
and is supported by the national strategy. However, the 
challenges that have been outlined in the previous sec-
tion highlight the importance of a considered approach 
in the design and development of interventions and 
systems used within such a complex fi eld.

  Digital health has been seen by many as a tool with 
much potential for providing information to individuals 
who do not have direct access to clinicians. In a large re-
view of interventions using mobile devices (Marcolino 
et al 2018), containing 371 studies and nearly 80,000 users, 
it was found that with only a few positive exceptions, the 
bulk of the studies did not reach their expected potential. 
Authors investigating the fi eld (Baker et al 2014, Schnall 
et al 2016, Torous et al 2018) found the reason was that 
the interventions had not been designed according to the 
needs of users. Furthermore, they found many of the 
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96 UNIT 2 Embedding Safe, Ethical and Effective use of Digital Health

aims to be multidisciplinary, ensuring all perspectives—
and in the case of digital health, technical, clinical and 
user—are all represented.

    Engaging Stakeholders in Co-Design 
Towards Suitability and Acceptability
  Several different frameworks are relevant to digital tech-
nologies, and provide some support during the selection 
and implementation of systems. Each framework offers 
its own focus and benefi ts, with most of the focus on 
stakeholders in some form. A human-centred approach 
aims to ground the design process within the needs and 
constraints of stakeholders—whether they are direct us-
ers of the system or not. Within health, a broad range of 
systems and technologies are designed and adopted for a 
wide range of stakeholders. An EHR, for example, has 
stakeholders with a range of skill and knowledge levels, 
from the individual who owns the record—who could 
be from a diverse range of socioeconomic and cultural 
backgrounds—to their health and social care providers, 
which span pharmacists to clinical practitioners, nurses 
and medical specialists. Systems that interact with EHRs 
have a broad set of technical and usability needs to be 
met for it to be safe and effective.

  The core challenges described in this chapter were 
that: users of digital health technologies, whether they 
be clinicians or users, have the capability to engage in 
learning and using digital health technologies (educa-
tion, training and appropriate skills are provided as 
needed); users have the opportunity within their work-
fl ow to effectively use these technologies (they have the 
time and social support to engage with and integrate 
these technologies into their activities); and they have 
an appropriate amount of motivation to use these tech-
nologies (they see a personal or social benefi t to their 
use). One of the core challenges described in this chap-
ter was that users of digital health technologies, whether 
they be clinicians or users, have the capability to engage 
in learning and using digital health technologies (edu-
cation, training and appropriate skills are provided as 
needed), that users have the opportunity within their 
workfl ow to effectively use these technologies (they have 
the time and social support to engage with and integrate 
these technologies into their activities), and that they 
have an appropriate amount of motivation to use these 
technologies (they see a personal or social benefi t to 
their use). We have learned, however, that opportunities 
commonly aren’t provided. Evidence (Johnson 2006) 
suggests that many users of digital technologies are not 

provided with appropriate training and education to 
effectively use systems, which leads to misunderstand-
ings of their operations and subsequent workarounds 
being employed. Health and social care professionals are 
also often required to use these technologies alongside 
the various clinical tasks that comprise the substantive 
part of their roles, and so new technologies, while 
promising, have the potential to be burdensome on us-
ers as they add extra activities in an already over-
whelmed workforce. Furthermore, evidence has shown 
us that not all potential users of these technologies are 
motivated to do so (Boonstra et al 2021), as the benefi ts 
are not seen to outweigh the costs of new activities and 
requirements for change.

  The fi eld of behavioural psychology informs provid-
ers and users that lacking any of capability, opportunity 
or motivation will lead to a lack of response to behav-
ioural change targets (Michie et al 2011, Willmott et al 
2021, Yadav et al 2021). In this instance, the behaviour 
that champions of digital technologies seek to achieve is 
the adoption and effective use of these technologies. 
Therefore, this lack of capability, opportunity or moti-
vation among digital health users bodes poorly for the 
achievement of adoption and use goals, and is indicated 
by acceptability failures offered throughout the litera-
ture (Burr & Morley 2020, Klonoff 2019).

  Furthermore, the fi eld of technology acceptance in-
dicates that not all users are as willing as each other to 
adopt technologies. While some are eager to try new 
innovations early, others may be more sceptical of 
change and require time and examples of successful use 
by others before they will adopt new technologies (Rog-
ers et al 2014). Literature and experience also inform 
providers that users’ intention to use a new technology 
is directly affected by their perceptions of its usefulness 
and ease of use (Davis 1989). That is, users must see a 
technology as easy to use and useful for them to con-
sider adopting it. Therefore, it is vital to understand the 
nature of users, their expectations, their perceptions 
and their concerns, and take those into account in the 
design of new digital technologies.

  Co-design is one method within the fi elds of proj-
ect management, software development, interactive 
design and human factors engineering that promotes 
the core imperative to improve the acceptability of 
systems. Engagement of users at all stages of the devel-
opment cycle in a process of co-design is promoted 
(Norman & Draper 1986). For example, within inter-
active design, the PACT (People, Activities, Context 
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97CHAPTER 5 Digital Health Technologies and Systems

Further, IT project management commences with a 
process of user requirements engineering to identify 
the needs of users and the benefi ts that will be realised 
from new systems development (Westland 2007).

  While each framework in  Table 5.3    might be per-
ceived as a linear lifecycle of action, in fact, each of 
these recognises that the achievement of user goals and 

and Technology) analysis framework promotes a con-
sideration of people as the fi rst step in developing in-
teractive digital products (Benyon 2014). Similarly, the 
systems development lifecycle (Ruparelia 2010) drawn 
from the fi eld of software engineering leads developers 
through a process of analysing the needs of users 
as one of the fi rst steps in designing usable software. 

 Frameworks  Purpose 
 Variables/
Activities                

 PACT  A framework from 
interaction design 
that considers the 
different ways in how 
people use technolo-
gies to perform 
tasks (Mostajeran 
et al 2019, Rosson 
et al 2002) 

 Understand 
people 
(users) 

 Understand 
usage 
activities 

 Understand 
usage 
contexts 

 Understand 
technology 
options 

 Systems 
development 
lifecycle 
(SDLC) 

 Not specifi c frame-
works, but a process 
to guide the develop-
ment of software 
artifacts; typically, a 
linear process that 
does not include any 
dynamic involvement 
by users outside of 
the prescribed cycle 
(Adanna & Nonyelum 
2020) 

 Planning  Analysis of 
needs 

 Design  Development  Testing  Implemen-
tation 
and 
mainte-
nance 

 Interactive 
Design 

 Iterative process 
used to guide 
development of 
interactive software 
artefacts (Silver
 2007) 

 Establish 
User 
require-
ments 

 Design 
Alternatives 

 Undertake 
Prototyping 

 Undertake 
Evaluation 

 IT project 
management  

 A lifecycle guide to 
support the activities 
of project manage-
ment of IT solutions 
(Grit 2021) 

 Initiation  Planning and 
requirements 
engineering 

 Execution  Closure 

 Benefi ts 
management 

 Guidelines to identify 
the benefi ts to be 
provided by a digital 
system (Ward & 
Daniel 2012) 

 Identify and 
structure 
benefi ts 

 Plan benefi ts 
realisation 

 Execute 
benefi ts 
plan 

 Review and 
evaluate 
results 

 Establish 
potential 
for further 
benefi ts 

 TABLE 5.3    The Location of Stakeholder Engagement within Design Frameworks
   The Shaded Cells Indicate Where User Needs are Considered
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subsequent acceptability and adoption of digital tech-
nologies requires an iterative approach of user needs 
collection, analysis, prototyping and evaluation, ensur-
ing that users are engaged in each cycle and that their 
needs and concerns are included at each stage of design.

  A question therefore arises: How do we get users to 
engage as co-designers through the lifecycle of digital 
technology development?
    1.   The fi rst step in co-design is to understand the na-

ture of the stakeholders of the digital technology. A 
review of stakeholders should be undertaken that 
identifi es all those interested parties who will either 
impact, or be impacted by, the development of the 
digital technology. The output of this step will con-
sist of a stakeholder analysis that allows for the iden-
tifi cation of the interaction and communication 
needs of each stakeholder, and the identifi cation of 
those who should be included as subject-matter ex-
perts or typical type users in the design process 
(Brugha & Varvasovszky 2000).

     2.   The second step is to understand the nature of the us-
ers of the proposed digital technology. For example, it 
is known from literature that not all users are the 
same, and people vary across many attributes includ-
ing physical, psychological, social and emotional 
attributes. These differences all directly impact a per-
son’s likelihood of adopting a technology, and so need 
to be carefully understood (Benyon 2014). Engaging 
stakeholders and users in the development of a port-
folio of personas that represent typical user types, 
their characteristics and their needs, during the design 
process as an output of this step can focus preliminary 
design decisions towards the user (Benyon 2014).

     3.   A third step is to understand the nature of the job, 
tasks or activities undertaken by the proposed users 
of the digital technology to ensure achievement of 
‘usefulness’ (Kim 2015). Undertaking a task analysis 
in which the activities of users are mapped and 
analysed provides a visual breakdown and detailed 
understanding of the nature of the activities and 
supports the development of a digital technology 
that supports or enhances these activities.

     4.   A fourth step would be to use the outputs of the 
previous steps to engage potential users in the con-
ceptual design of prototype interfaces and function-
ality of the digital technology (Preece et al 2015). In 
doing so, users are actively co-designing their own 
processes, interactions and interfaces, and evaluating 
them iteratively.

     These four steps will ensure that:
   •   a broad range of users and stakeholders are recog-

nised and included in the process of co-design (as a 
result of developing the stakeholder analysis)

    •   the nature and needs of users is well understood (as a 
result of co-developing a portfolio of user personas)

    •   the nature of the tasks and activities of the users is 
well understood (as a result of co-developing sce-
narios and maps of processes and tasks)

    •   that the functionality and interfaces of the digital 
technology are iteratively co-designed (as a result of 
the generation and evaluation of prototypes).
     In doing so, a user’s capability to use a new digital 

technology is enhanced as their attributes and challenges 
are understood and designed for, their opportunity for 
using the new technology is enhanced as it is designed 
specifi cally for their needs and circumstances, and their 
motivation for using the new technology is enhanced as 
it is designed for them and by them in accordance with 
the demands of their activities. Furthermore, users in-
volved in co-design often become champions during the 
implementation of new digital technologies, and thus can 
serve as examples for those who require more time and 
illustration of use prior to their own acceptance. In co-
designing, users support the achievement of usefulness 
by ensuring the design represents the tasks and activities 
undertaken by them and their colleagues, and the achieve-
ment of ease of use due to co-design based on their own 
capabilities and those of their colleagues, thus providing 
a better understanding of how the system will be used 
and perceived in the real world. This enables the designed 
output to align to the intended goals, maintaining privacy 
over user data and ensuring safe and effective provision 
of care.

  An example of a co-design process that is currently 
being undertaken in New Zealand is the Hira platform 
mentioned earlier. This long design and development 
process, set to be completed in 2026, proudly states that 
it is a co-design process, inclusive of Māori and with key 
stakeholders included within the governance group to 
provide input.

     CONCLUSION
  Modern health and social care systems are digital health 
systems: over 90% of Australians have an EHR. The use 
of digital apps, tools and services is the preferred way to 
manage their health and wellbeing. Health and social 
care professionals also take advantage of innovative 
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99CHAPTER 5 Digital Health Technologies and Systems

  Implementing new systems and technology for wide-
spread adoption requires a thorough design process which 
is focused on the intended users. Within health, this can 
include a broad range of users, including non-professional 
caregivers, nurses, medical practitioners and support staff. 
Co-design is an effective process to ensure all stakeholder 
perspectives are gathered and integrated into the design. 
This process is not only focused on what the users need, 
but how they will use it and how it will interact with exist-
ing systems and processes. A holistic approach that is in-
clusive of stakeholders’ capabilities, opportunities and 
motivations is vital to ensuring an effective and accessible 
solution is created. Finally, a case study was presented 
showing the impact of a poorly considered design process, 
which resulted in issues arising once the intervention was 
opened to a broader group of users. It serves to illustrate 
the importance of a person-centred approach, even when 
those developing systems have all the best of intentions in 
wanting to provide care to others. It is the process that 
enables them to achieve their goals.

tools, integrating them with their workfl ow and im-
proving effi ciency. To aid in this transformation, and to 
aid in the innovation taking place, countries are adopt-
ing a national health strategy that includes digital tech-
nology throughout—aiming to provide protection and 
confi dence in healthcare systems. However, adoption of 
new technology and systems within health and social 
care is not a simple or straightforward process, but one 
that raises multiple issues and challenges. The adjust-
ment of existing systems to become more connected 
raises issues relating to compatibility and interoperabil-
ity. Assumptions about how individuals interact with 
and use technology impact care providers and users 
alike. It can result in dramatically increasing workloads 
of care providers or increasing existing barriers to care 
for those who have limited access or experience with 
modern technology. Many of the issues discussed are 
not intentional, but second-order effects from innova-
tions being adopted without due care being given to 
ensure the changes are inclusive and equitable to all.

    K E Y  C O N C E P T S

       D I S C U S S I O N  Q U E S T I O N S

     •   Healthcare is a complex dynamic socio-technical 
system, and the increased rate of digital technology 
adoption has increased this complexity.

    •   National strategies have played a key role in increas-
ing access and directing the development of digital 
health technologies to scale to population size.

    •   Co-design in the development of digital health inter-
ventions is important to ensure equity of access to all 
users.

    •   Stakeholder engagement is vital in ensuring systems 
are fi t for purpose, while also being safe and secure.

      1.   Identify the range of digital health systems you have 
encountered either in your workplace or as a con-
sumer of health services.

     2.   Refl ect on the digital health strategies presented in the 
chapter and refl ect on the assumptions that underpin 
them.

     3.   What unintended consequences have you come 
across in your workplace or as a user of health ser-
vices? Did it have a positive or negative impact on the 
provision of health and social care services?

          CASE STUDY
     This case study includes the need for co-design and the 
unintended consequences when co-design is not at-
tempted or is attempted through proxies that are not 
representative of all stakeholders. Co-design for the safe, 
ethical and effective use of digital health needs a holistic 
and authentic approach that requires approximate lever-
aging of data, considerations of the digital divide and 
data-driven approaches that are user-centred.

  Chronic obstructive pulmonary disease (COPD) is a chal-
lenging lung disease, but there is strong evidence that a 
carefully designed exercise program is benefi cial for 
COPD sufferers (Spruit et al 2016). Dr Osborne has spent 
signifi cant time analysing evidence to see how the data 
could be leveraged to fi nd ways to support users to com-
plete their exercise programs. In response to this, 
Dr Osborne created a team with an ICT professional, Dr Li, 

Continued
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to develop a game that would be both engaging for COPD 
users and provide rewards for compliance with the desig-
nated exercise program.

  Dr Li was able to reach out through her university’s 
alumni program to three people who were undergoing 
treatment for COPD. Working with Dr Osborne and the 
three COPD users, Dr Li developed a game that accessed 
each user’s EHR, identifi ed their individual exercise re-
quirements and presented those requirements as an on-
line garden. When the users were compliant with their 
exercise regimens as measured by their smart watches 
and smart phones, new and more interesting plants were 
available to plant in the online garden. And if users were 
not compliant, the garden would wilt and die.

  The concept was motivational because all three users 
were avid gardeners and enjoyed adding new plants to their 
online gardens. During the design process, Dr Li was able 
to understand how the users preferred to interact with the 
game and what features would be appealing and motivat-
ing. Dr Osborne was pleased because the users were al-
most always compliant with the exercise requirements over 
the 3-month trial period, and this led to improved health 
outcomes for the users. This encouraged Dr Osborne and 
Dr Li to take their new game to a wider audience.

  Abby, Ben, Chad and Dana were introduced to the sys-
tem by Dr Osborne and were very interested in playing a 
game to monitor their exercise, because all four of them 
found exercise to be pretty stressful and unfulfi lling as a 
prescribed activity. Dr Osborne and Dr Li were anticipat-
ing another successful trial due to the new users’ desire 
to make exercise more engaging. They were pleased that 
the co-design process was proving successful for the 
next round of users.

  When Abby fi rst logged into the garden game, she 
could not make the game work. She had been told it was 
very simple to use, but it kept on nagging her about an 
EHR. Abby did not have an EHR. She did not want the 
government knowing her business. When Dr Li had de-
signed the system in consultation with the original three 
COPD users, all of them had EHRs, and an alternative 
interaction method was not required. This identifi ed for Dr 
Li that a greater understanding of the nature of the stake-
holders was required.

  Dr Li checked with Ben to ensure that he did have an 
EHR, and Ben’s EHR was complete and up to date, includ-
ing the exercise requirements for his COPD. Ben logged 
into the system successfully but could not understand 
how the system was meant to measure how much exer-
cise he was doing. Ben had a laptop computer from 2012, 
a cheap dumb phone and no smart watch. Dr Li’s original 
user co-designers were middle-class university graduates 

with access to smart phones, smart watches and laptops 
that were less than 3 years old, well beyond Ben’s socio-
economic level and purchasing power. This identifi ed for 
Dr Li that a greater exploration of the stakeholders’ tech-
nological capabilities was required.

  Dr Li was even more thorough with Chad’s check. Chad 
had an EHR and all the technology required to monitor 
their health, but their clinical practitioner had accidentally 
entered a requirement of a 1000 m walk, instead of a 100 m 
walk, so Chad was failing to meet their goals every day. 
This was very discouraging for them because their online 
garden died. Chad was over-performing in terms of their 
exercise requirements, but the incorrect goal setting led 
them to be discouraged and to abandon the game. This 
identifi ed for Dr Li the need to verify the quality of data in 
EHRs before relying on that technology.

  Dr Li was much more careful with verifying Dana’s EHR 
and technological capabilities to ensure that she didn’t 
face the problems that the others did. Dana had the 
correct technology, had an EHR and the goals within 
the EHR were correct. Dana hated gardening. She par-
ticipated for 15 minutes before knowing that this system 
wasn’t going to work for her. Dr Li went back to the draw-
ing board. There was a lot more co-design necessary 
because not only were the processes and interfaces with 
Dr Li’s new game important, but also the users’ percep-
tion of the interactions was critical to success. But with 
these experiences, Dr Li was able to create a better 
outcome.

   Questions
      1.   Co-design requires the inclusion of all stakeholders dur-

ing the development process of digital health interven-
tions. Refl ecting on the case study, what guidelines 
could have been adopted to ensure the co-design re-
sulted in a more robust and relevant intervention for the 
end users?

     2.   Co-design challenges often involve overcoming barri-
ers to digital adoption by different cohorts in the target 
stakeholder group. This can be overcome by reviewing 
and addressing some of the assumptions made for, and 
on behalf of, the stakeholder group. What assumptions 
needed to be challenged for the co-design process to 
have greater success?

     3.   What impact has the current co-design had on the abil-
ity of both healthcare providers and users to operate 
the game in a safe, effective and ethical manner?

     4.   What needs to change to improve the safety, effective-
ness and appropriateness of the game for future users?

     5.   Identify and discuss systems that you have come 
across with good usability and poor usability.

          

CASE STUDY—cont’d
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